
Yeeclass (web)
albert5888@HITCON 2023 Re:CTF



> view



> 發文test  



> 查看Submission List



> id=2



> id=1



> submission.php > config.php



> how to bypass

How about Logout ?

$_SESSION["userclass"]==NULL



> PHP NULL

<?php

if(NULL >= 0)

echo "NULL >= 0 ";   // true

if(NULL == 0)

echo "NULL == 0 ";   // true

if(NULL < 0)

echo "NULL <  0 " ;   //  false

?>



> bypass



> how to view?



> how to hash?



> uniqid?



> uniqid

2023-08-16 04:09:36 => 64dc4bff

                        .584096 = > 8e9a0



> the answer is …

sha1(flagholder_64dc4bff8e9a0)

> 時間差

sha1(flagholder_64dc4bff8e9XX)



> exp.py



> getflag



> getflag



Thank You
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